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I. Introduction

What is a Peer- to- Peer network?
A peer-to-peer network (link to glossary), commonly called P2P, is a type of network operating system (link to that bit below) that allows communication between computers through a direct connection. Unlike the client-server network (link to glossary), which relies on dedicated servers, a P2P network enables users to share files and other resources from their computers with other users.  In a peer-to-peer network, these users are able to use the same resources on the network as they all have equal abilities and capabilities, functioning as both "clients" and "servers" to the other nodes (or “peers”) on the network. 

P2P networking technology is growing rapidly  both professional and home users
has generated tremendous interest worldwide among Internet users as well as computer networking professionals. Although they have actually existed for many years, P2P technologies promise to radically change the future of networking. P2P file sharing software has also created much controversy over legality and "fair use." In general, experts disagree on the issue of P2P and precisely how it will evolve in the future.

Meanwhile, corporations are looking at the advantages of using P2P as a way for employees to share files without the expense involved in maintaining a centralized server and as a way for businesses to exchange information with each other directly.

Functions and Characteristics of a P2P Network:

Peer-to-peer networks are designed primarily for small to medium local area networks such as AppleShare and Windows for Workgroups ,IBM's Advanced Peer-to-Peer Networking (APPN) is an example of a product that supports the peer-to-peer communication model.

· In a peer-to-peer network, any node is able to initiate or complete any supported transaction with any other node. 

· Peer nodes may differ in local configuration, processing speed, network bandwidth, and storage quantity

· P2P  do not have a file server or a centralized management source

· Peer-to-peer is a communications model in which each party has the same capabilities and either party can initiate a communication session. 

· In recent usage, peer-to-peer has come to describe applications in which users can use the Internet to exchange files with each other directly or through a mediating server.

· In a peer-to-peer network, any node is able to initiate or complete any supported transaction with any other node. 

· Peer nodes may differ in local configuration, processing speed, network bandwidth, and storage quantity. 

· One of the first uses of the phrase "peer to peer" is in 1984, with the development of the "Advanced Peer to Peer Networking" architecture at IBM.

Computer science perspective

Technically, a true peer-to-peer application must implement only peering protocols that do not recognize the concepts of "server" and "client". Such pure peer applications and networks are rare. Most networks and applications described as peer-to-peer actually contain or rely on some non-peer elements, such as DNS. Also, real world applications often use multiple protocols and act as client, server, and peer simultaneously, or over time. Completely decentralized networks of peers have been in use for many years, two examples include USENET (1979) and FidoNet (1984).

Many P2P systems use stronger peers (super-peers, super-nodes) as servers and client-peers are connected in a star like fashion to a single super-peer.

Sun added classes to the Java technology to speed the development of peer-to-peer applications quickly in the late 1990s so that developers could build decentralized real time chat applets and applications before Instant Messaging networks were popular. This effort is now being continued with the JXTA project.

Peer-to-peer systems and applications have attracted a great deal of attention from computer science research; some prominent research projects include the Chord lookup service, ARPANET, the PAST storage utility, the P-Grid, a self-organized and emerging overlay network and the CoopNet content distribution system (see below for external links related to these projects).

[edit]

· What is a Network Operating System?

What is a Network Operating System?

Unlike operating systems, such as DOS and Windows, that are designed for single users to control one computer, network operating systems (NOS) coordinate the activities of multiple computers across a network. The network operating system acts as a director to keep the network running smoothly.

The two major types of network operating systems are:


• 
Peer-to-Peer 


• 
Client/Server
Peer-to-Peer

Examples of network operating systems

The following list includes some of the more popular peer-to-peer and client/server network operating systems.

AppleShare

Apple Computer Inc. 

20525 Mariani Avenue

Cuptertino, CA 95014

(408) 996-1010

Program Highlights:

AppleShare is Apple Computer's networking solution. It includes both server and workstation software. Since it supports the multitasking features of System 7, services and applications can run concurrently.

Back
Microsoft Windows Server
Microsoft Corporation 

1 Microsoft Way

Redmond, WA 98052

(800) 426-9400

fax (206) 936-7329

Program Highlights:

An enhanced version of Windows 2000 that provides a powerful client/server network operating system. It contains all of the features of Windows 2000 including capabilities as an application server and multitasking.

Back
Novell Netware
Novell, Inc. 

122 East 1700 South

Provo, UT 84606

(800) 453-1267

fax (801) 429-3098

Program Highlights:

Most popular client/server network operating program available on the market at this time. Has file by file compression which allows system files to hold more online data by compressing files that are infrequently accessed or used. Disk Duplexing and Disk Mirroring are features that protect data from failures in the hardware by writing the information in two different drives on the network. Technical support is good. Netware can handle almost any size network.
II. Usage of the term

Usage of the term

Although the term may technically be applied to any number of networking technologies and applications that use this model (such as the NNTP protocol used for transferring Usenetnews, SMTP for mail transactions, ARPANET, decentralized live chat Java applets or BBSFidoNet), it is most frequently used to refer to file sharing networks such as Gnutella,FastTrack, and the original incarnation of Napster, which provide facilities for free (and somewhat anonymous) file transfer between personal computers connected to the Internet.

Some networks and channels, such as Napster, OpenNap, or IRC @find, use a client-server structure for some tasks (e.g. searching) and a peer-to-peer structure for others. Networks such as Gnutella or Freenet, use a peer-to-peer structure for all purposes and are referred to as true peer-to-peer networks.

An important aspect in peer-to-peer networks is that the bandwith of all clients can be fully used, so the total bandwidth - and usually the available download bandwith for the average user - grows with the number of nodes, instead of all clients having to share the (limited) bandwidth of the server (so that more clients would mean slower data transfer for all users).

When the term peer-to-peer was used to describe the Napster network, it implied that the peer protocol nature was important, but in reality the great achievement of Napster was the empowerment of the peers (i.e., the fringes of the network). The peer protocol was just a common way to achieve this.

The peer-to-peer paradigm has been used to deploy publish/subscribe systems, i.e, a system where users subscribe with a continuous query and asychronously receive notifications when matching events take place. One example of such publish subscribe system is P2P-DIET.

III. How Does P2P  On the Internet Work? 

How Does Internet P2P Work? 

On the Internet, peer-to-peer (referred to as P2P) is a type of transient Internet network that allows a group of computer users with the same networking program to connect with each other and directly access files from one another's hard drives. Napster and Gnutella are examples of this kind of peer-to-peer software. Major producers of content, including record companies, have shown their concern about what they consider illegal sharing of copyrighted content by suing some P2P users.

The user must first download and execute a peer-to-peer networking program. (Gnutellanet is currently one of the most popular of these decentralized P2P programs because it allows users to exchange all types of files.) After launching the program, the user enters the IP address of another computer belonging to the network. (Typically, the Web page where the user got the download will list several IP addresses as places to begin). Once the computer finds another network member on-line, it will connect to that user's connection (who has gotten their IP address from another user's connection and so on).

Users can choose how many member connections to seek at one time and determine which files they wish to share or password protect. 

IV. Advantages And Disadvantagess

Advantages of a peer-to-peer network:


• 
Less initial expense - No need for a dedicated server.


• 
Setup - An operating system (such as Windows XP) already in place may only need to be reconfigured for peer-to-peer operations.

Disadvantages of a peer-to-peer network:


• 
Decentralized - No central repository for files and applications.


• 
Security - Does not provide the security available on a client/server network.

Client/Server

Client/server network operating systems allow the network to centralize functions and applications in one or more dedicated file servers (See fig. 2). The file servers become the heart of the system, providing access to resources and providing security. Individual workstations (clients) have access to the resources available on the file servers. The network operating system provides the mechanism to integrate all the components of the network and allow multiple users to simultaneously share the same resources irrespective of physical location. Novell Netware and Windows 2000 Server are examples of client/server network operating systems.

Fig. 2. Client/server network

Advantages of a client/server network:


• 
Centralized - Resources and data security are controlled through the server.


• 
Scalability - Any or all elements can be replaced individually as needs increase.


• 
Flexibility - New technology can be easily integrated into system.


• 
Interoperability - All components (client/network/server) work together.


• 
Accessibility - Server can be accessed remotely and across multiple platforms.

Disadvantages of a client/server network:


• 
Expense - Requires initial investment in dedicated server.


• 
Maintenance - Large networks will require a staff to ensure efficient operation.


• 
Dependence - When server goes down, operations will cease across the network.

V. 3 Generations of P2P

Generational classification of peer-to-peer networks

Conclusion 

A peer-to-peer network is sometimes the perfect (and cheap) solution for connecting the computers at a small nonprofit. However, peer-to-peer networking has its limitations, and your organization should tread with caution to avoid headaches (security issues, hardware inadequacies, backup problems, etc.) down the road.

Traditional Peer-to-Peer Networks

The P2P acronym technically stands for peer to peer. Webopedia defines P2P as

"A type of network in which each workstation has equivalent capabilities and responsibilities. This differs from client/server architectures, in which some computers are dedicated to serving the others."

This definition captures the traditional meaning of peer-to-peer networking. In peer-to-peer networks, computers will typically be situated physically near to each other and will run similar networking protocols and software. Home computers, for example, are normally configured in P2P workgroups to allow sharing of files, printers and other resources. Although one computer may act as the file server or FAX server at any given time, any home computer can normally handle those responsibilities on short notice, and that is the essence of peer-to-peer networking.

Some people describe peer-to-peer file-sharing networks by their 'generation'. In this context, they are referring only to the popular internet-based file-sharing networks, not earlier research- and business-oriented peer-to-peer systems, which pre-date them.

[edit]

First generation

The first generation of peer-to-peer networks had a centralized file list, like Napster. Courts in the United States ruled that whoever controlled this centralized file list was responsible for any infringement of copyright, or any other illegal activities which might occur.

[edit]

Second generation

The second generation of peer-to-peer networks had decentralized file lists, such as Gnutellaand FastTrack. This was a necessary step for the creators of the network, as any central body could be held liable for copyright infringement following the Napster court decision. The alternative, which is to monitor all shared content and filter out copyright-protected works, is not considered viable with current technologies.

Also usually included in the second generation are distributed hash table networks and other optimizations of decentralized searching.

[edit]

Third generation

The third generation of peer-to-peer networks are improvements upon generations one and two which often have efficiency, reliability, or anonymity features built in. Examples of anonymous networks are Freenet, I2P, GNUnet, Entropy. Friend-to-friend networks rely on each user vouching for other users, and some have restrictions on which nodes can share with others based on established relationships; some of these networks are: MUTE / ANts P2P / Metanet / WASTE.

[edit]

VI. P2P Software

P2P Software

P2P software systems like Kazaa and Napster rank amongst the most popular software applications ever. Numerous businesses and Web sites have promoted "P2P" technology as the future of Internet networking.

A good A good definition of P2P software has been proposed by Dave Winer of UserLand Software. Dave suggests that P2P software systems include these seven key characteristics:


• 
the user interface runs outsides of a Web browser


• 
computers in the system can act as both clients and servers


• 
the software is easy to use and well-integrated


• 
the system includes tools to support users wanting to create content or add functionality


• 
the system makes connections with other users


• 
the system does something new or exciting


• 
the software supports "cross-network" protocols like SOAP or XML-RPC 

<p> In this modern view of peer-to-peer computing, people can join peer-to-peer networks that span the Internet, not just a home local area network (LAN). Easy-to-use P2P software applications allow non-technical people to participate equally, too.

Kazaa, Napster and More P2P Software Applications

The original MP3 file sharing system, Napster became the world's most popular P2P software application literally overnight. Napster typified the new "modern" P2P system defined above: a simple user interface running outside of the browser supporting both file serving and downloads. Furthermore, Napster offered chat rooms to connect its millions of users and performs a new and "exciting" (in the sense of "controversial") service. Napster employed a proprietary, non-XML based network protocol, but this technical detail did not materially affect its popularity.

When the original Napster was shut down, a number of P2P systems competed for that audience. Most Napster uses migrated to Kazaa and Kazaa Lite, a network that grew to become even larger than the original Napster. Kazaa has suffered from its own legal troubles, but various other systems, like eDonkey / Overnet, are poised to continue the legacy of free P2P file sharing software.

Many businesses have been inspired by the success of Napster and Kazaa and are busily brainstorming potentially interesting new P2P software. However, some in the networking community believe that the success of Napster and Kazaa have little to do with P2P technology and more to do with piracy. It remains to be proven whether mass-market P2P systems can translate into profitable business ventures.

Conclusion

The "P2P" acronym has become a household term. The term refers to a combination of things: software applications, network technologies, and the ethics of file sharing.

In the years ahead, expect the concept of P2P to continue evolving. The networking industry will introduce a wider range of peer-to-peer applications that should compete for attention with traditional desktop and client/server systems. P2P protocol standards will be adopted to a greater extent. Finally, the ramifications of free P2P-based software information sharing, on copyright and intellectual property law, will slowly be settled through the process of public debate.

VII. Setting Up a P2P

If you only need to share a printer or an Internet connection, a client-server network (see article Networking 101: Client-Server Networks) might be overkill. Sometimes, a simpler peer-to-peer network may be all you need. The diagram below shows a simple peer-to-peer network: 

As you can see from the diagram, in a peer-to-peer network there are no dedicated servers or hierarchy among the computers. All of the computers on the network handle security and administration for themselves. The users must make the decisions about who gets access to what. Beyond that there are more similarities between the types of network than differences. All of the computers must have network cards. You also use the same cables, the same hubs and switches, and the same protocols as you would with a client-server model. The only difference is that there isn't a server. Since there isn't a server, there are some things to think about before you go down the peer-to-peer path. 

Before Taking the Peer-to-Plunge 

Peer-to-peer networks work remarkably well in certain circumstances; however there are a few things to consider before setting one up:

Size 

Peer-to-peer networks are designed for connecting a small number of computers. They tend to run into problems at around 10-15 computers. 

Security 

Security on a peer-to-peer network is not very powerful. So if you have security concerns go for something you can control (like a server). Because the users will be required to give access to folders, they can choose to not require passwords. This lack of hierarchy has a tremendous impact on the security of your network and you will need adequate training for your users to prevent problems. 

Growth 

If your organization is growing rapidly, it will usually outgrow a peer-to-peer network very quickly. While a peer-to-peer network may work fine for ten computers, it probably won't for twenty. 

Training 

In a peer-to-peer network, the users handle administration. This means that all the users need to be trained in how to share files, folders, and printers. In a peer-to-peer network, suddenly shutting down your computer can cause one of your colleagues to be unable to print. 

Hosting Resources 

The last concern is that each computer that attaches to another computer, whether for printing or for file sharing, takes up system resources on the hosting computer. If the drain becomes dramatic enough to slow down the host computer then perhaps it is time to start thinking about a dedicated server.

What Are Your Options? 

If you've assessed your situation, and you've determined that a peer-to-peer network is appropriate, the setup can be relatively simple if you are using one of the common operating systems available today.

Macintosh 

The Macintosh has included peer-to-peer network capability in its operating system for many years. You even have the option to setup the network with phone lines and very simple connectors. For more detailed information:

How to Create a Small Ethernet Network 

A guide from Apple on setting up a small peer-to-peer network.

Windows 95/98/ME/2000/XP 

Windows 95, 98, ME, 2000, and XP all include the capacity for peer-to-peer networking and can be set up with limited hardware expenditures. For detailed information:

How to Use Windows 95 to Connect Computers on a Network 

From Microsoft: a quick and easy guide to setting up a small peer-to-peer network with Windows 95. 

Creating a Peer-to-Peer Network with Windows 98 

Microsoft instructions on setting up a peer-to-peer network using Windows 98. 

Creating a Peer-to-Peer Network with Windows 2000 

Creating a Peer-to-Peer Network with Windows XP
Cross-Platform 

It is possible to connect your Macs to your PC network - and vice-versa. Here's how:

Connectivity between PC-Compatible and Macintosh Computers on a Network 

Information from Apple on connecting PCs to a Mac network. 

MacWindows.com 

The ultimate source for Macintosh-Windows compatibility and networking information. 

VIII. Legal Controversy and Attacks 

Legal controversy

The files shared on such networks are typically popular music files in mp3 format, and popular movies in MPEG-4 format. This has led many observers, including most media companies and some peer-to-peer advocates, to conclude that these networks pose grave threats to the business models of established media companies. One of the most famous leaks was unreleased Madonna songs including her 2000 hit "Music" prior to its official commercial release.

Consequently, peer-to-peer networks have been targeted by industry trade organizations such as the RIAA and MPAA as a potential threat. The Napster service was shut down by an RIAA lawsuit; both the RIAA and the MPAA spend large amounts of money attempting to lobby lawmakers for legal restrictions. A bill introduced by California Representative Berman, which would have granted copyright holders the legal right to break into computer systems believed to be illegally distributing copyrighted material, and to subvert the operation of peer-to-peer networks, was defeated in committee in 2002. However the 'INDUCE Act' currently making its way through Congress could do severe damage to the peer-to-peer community in the United States (and according to its opponents it has implications for just about every piece of technology in modern life).

As attacks from media companies expand, the networks have seemed to adapt at a quick pace and have become technologically more difficult to dismantle. This has caused the users of such systems to become targets. Some have predicted that open networks may give way to closed, encrypted ones where the identity of the sharing party is not known by the requesting party. Other trends towards immunity from media companies seem to be in wireless adhoc networks where each device is connected in a true peer-to-peer sense to those in the immediate vicinity. (See Wireless Mesh Networking)

Anonymous peer-to-peer networks allow for distribution of material - legal or not - with little or no accountability for it. Many people believe this will lead to trading of child pornographyand facilitate terrorism, and call for its regulation on those grounds. Others counter that the potential for illegal uses should not prevent the technology from being used for legal purposes, and the presumption of innocence should apply. They may also question the legitimacy of these fears, citing anti-communist and anti-homosexual "scares" of earlier times.

For more information about the various lawsuits surrounding P2P networks, see Respect P2P
[edit]

Attacks on Peer-to-peer networks

Many of the peer-to-peer networks are constantly under attack by people with a variety of motives.

The attacks may be classified:


▪ 
poisoning attacks (for example providing files whose contents is different to the description)


▪ 
denial of service attacks (attacks that may make the network run very slowly or completely break)


▪ 
defection attacks (users or software that only make use of the network without contributing resources to the network)


▪ 
insertion of viruses to carried data (e.g. downloaded or carried files may be infected with viruses or other malware)


▪ 
malware in the peer-to-peer network software itself (e.g. the software may contain spyware)


▪ 
filtering (network operators may attempt to prevent peer-to-peer network data from being carried)


▪ 
identity attacks (e.g. tracking down the users of the network and harrassing or legally attacking them)


▪ 
spamming (e.g. sending unsolicited information across the network- not necessarily as a denial of service attack)

Most attacks can be defeated or controlled by careful design of the peer-to-peer network and through the use of encryption. P2P network defense is in fact closely related to the "Byzantine Generals Problem". However, almost any network will fail when the majority of the peers trying to damage it, and many protocols may be rendered impotent by far fewer numbers.

IX.  Quick Glossary
Client -Server Network

This model of network arrangement differs from the client-server model where communication is usually relayed by the server. A typical example for a non peer-to-peer communication is email, where the email is transmitted to the server for delivery, transmitted to the destination between servers, and is fetched later by the receiving client. A direct transmission from a client to another client is often impossible.

Networks

Networks can allow computers, servers, and other devices to talk to each other. There are a number of different types of networks, and it's important to find the right one to fit your needs so that you don't waste time and money with one that is too complex for your needs, or one that doesn't fulfill your needs.

XML-RPC is a network programming technique for making remote procedure calls (RPC) to software running on remote devices. XML-RPC uses XML coding for calls and sends messages using the Hypertext Transfer Protocol (HTTP).

Developers commonly use XML-RPC to develop Web services. Reusable XML-RPC libraries are widely available for Windows, Java, modern scripting languages like Perl and Python, and other enviroments. Because XML-RPC uses HTTP, these XML-RPC libraries function in firewall or proxied environments.

XML-RPC serves a similar function to Simple Object Access Protocol (SOAP), that supports remote object method invocations using XML over HTTP.

“LAN - Local Area Network”

Glossary
http://compnetworking.about.com/mbiopage.htmFrom Bradley Mitchell,

Your Guide to Wireless / Networking.

FREE Newsletter. Sign Up Now!
Definition: A LAN supplies networking capability to a group of computers in close proximity to each other such as in an office building, a school, or a home. A LAN is useful for sharing resources like files, printers, games or other applications. A LAN in turn often connects to other LANs, and to the Internet or other WAN.

Most LANs are built with relatively inexpensive hardware such as Ethernet cables, network adapters, and hubs. Wireless LAN and other more advanced LAN hardware options also exist.

Specialized operating system software may be used to configure a LAN. For example, most flavors of Microsoft Windows provide a software package called Internet Connection Sharing (ICS) that supports controlled access to LAN resources.

Sponsored Links
Wireless LANGet the latest news, tutorials, white papers, FAQs, and much more.Networking.ITtoolbox.com
Ethernet LanUnmatched Resiliency & Scalability. Non-Blocking, Line-Rate Forwarding.www.Force10Networks.com
Mobile/Wireless NewsStay on top of wireless issues Wireless, storage, WiFi, SMScomputerworld.com/mobile
The term LAN partyrefers to a multiplayer gaming event where participants bring their own computers and build a temporary LAN.

Also Known As:local area network

Examples: The most common type of LAN is an Ethernet LAN. The smallest home LAN can have exactly two computers; a large LAN can accommodate many thousands of computers. Many LANs are divided into logical groups called subnets. An Internet Protocol (IP) "Class A" LAN can in theory accommodate more than 16 million devices organized into subnets.

